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ClearCube’s Security Solutions

ClearCube® workstations, blades, zero clients, and thin clients provide industry-leading performance and
security and now support the SentryBay Armored Client. The Armored Client provides protection for
unmanaged, BYOD, and managed endpoints establishing an impenetrable defense against the theft of login
credentials and sensitive data, zero trust, application confinement, and kernel-level protection against key
logging and screen capture malware, it also blocks DLL injection in Windows environments by allowing only
known DLLs to run.
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Key Features : :

. , Financial
e Scrambles and randomizes keystrokes so any logging would
collect unusable, non-sensical data
¢ Delivers a blacked-out screen for any screen capture attempts we
* Encrypts the clipboard and only allows pasting into applications Insurance
protected with Armored Client
e Utilizes certificates in device profiles to prevent unapproved @
devices using correct login credentials from session connection Healthcare

e Meets infosec and compliance requirements for data, risk, and
endpoint management — PCI, FFIEC, HIPAA, GDPR, etc. )
* Simple to configure, distribute, manage, and support
e The Armored Client Portal is a deployment platform for easy
web-based administration (protection options) and for pushing
software to endpoints (including 3rd party apps)

e Can be bundled with other apps @
e Can whitelist specific applications to allow internal monitoring of
work production {e.g., contact centers, data entry operations, etc.)
¢ Includes a secure browser that can be locked down to access
only certain sites

Government

Contact Centers/BPOs

Retail

How is this different from other anti-virus/anti-malware software?

While traditional anti-virus software maintains an ever-changing inventory of malware signature code to look
for, Armored Client provides protection, even if keylogging or screen capture malware is on the device. The
effectiveness of Armored Client is not dependent on the currency of a signature code list; it does not need to
detect and respond to threats, the protection is designed to operate at the kernel level, the lowest level,
preventing circumvention.

Compatibility Critically useful when...
* Al other security software & Credit card payments are taken over the phone, anytime a remote device is
solutions being used to enter confidential information (financial, privacy, health records,
* X86 devices etc.), user IDs, passwords, and other security-related data are being entered
e Stratodesk version available into remote devices, devices are used while traveling or on public networks.
Pricing

Armored Client for Stratodesk Armored Client for use with any other OS
1-500 licenses @ $50 1-500 licenses @ $75

Tiered discounts available for quantities over 500 Tiered discounts available for quantities over 500

Call 866-652-3500 or Email sales@clearcube.com to order or for more information
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